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Protection of  Personal Information Act 
Part II 

By Ricardo Wyngaard 

In Volume 26 (April/May 2014) we wrote an introductory article on the Protection 

of Personal Information Act (POPI) and its relevance to NPOs. We confirmed that 

POPI imposes obligations on NPOs when processing personal information and 

confers rights on NPOs, as juristic persons, to whom personal information relates. 

 

Recent Developments 
Since then, President Zuma appointed the members of the Information Regulator 

pursuant to section 39 of POPI, with effect from 1 December 2016. The Minister 

of Justice and Correctional Services also met with the Information Regulator 

Chairperson during January 2017 to determine the required support for the 

effectiveness of the institutions and effective implementation of POPI.  

 

It’s clear, POPI will soon become operational. 

 

POPI and NPOs 
NPOs typically process personal information as part of their daily operations. This 

includes collecting information from; employees, volunteers, board members, 

service-providers, beneficiaries, donors, event participants, members, supporters, 

clients and complainants. These persons are referred to by POPI as data subjects.   

 

Those involved with NPOs must therefore acquaint themselves with the legal 

obligations relating to the processing of personal information. Compliance with 

POPI will help the NPO to protect personal information within its possession and 

increase stakeholder confidence and relations.  

 

Implications of non-compliance 
Non-compliance with POPI, on the other hand, may lead to: exposure to 

unnecessary financial and reputational risks; adverse media publicity; loss of 

stakeholder confidence and trust; fines issued by the Information Regulator and 

civil action by a data subject.  

 

The rights of data subjects are defined in POPI and Section 5 of POPI captures the 

rights of data subjects, including:  

 
 To be notified of the collection of their personal information;   

 To be notified that their personal information has been accessed or acquired by 

an unauthorised person;  

 To establish if the NPO holds personal information about them;  

 To request access to their personal information;  

 To request the correction, destruction or deletion of their personal information;  

 To object, on reasonable grounds, to the processing of their personal 

information; and  

 To institute civil proceeding regarding the alleged interference with the 

protection of their personal information.  

 To page 2 
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Important Note: The information contained in this newsletter is general in nature and should not be interpreted or 

relied upon as legal advice. The information may not be applicable to specific circumstances. Professional 

assistance should be obtained before acting on any of the information provided in this newsletter. 

From page 1  

POPI Part II/… 
 

POPI and Information Technology Governance   
NPOs would ordinarily use electronic means to process the information in their possession. To this 

extent, NPOs should take appropriate measures to prevent:  

 Loss of, damage to or unauthorised destruction of personal information, and  

 Unlawful access to or processing of personal information.  

 

Personal information may get lost, damaged or unlawfully accessed in a variety of ways, including:  

 Theft of documents or electronic records,  

 Computer viruses,   

 Computer crashes,  

 Hacking of databases,  

 Accidental damage caused by employees, volunteers or contractors, or  

 Natural disasters.  

 
NPOs should therefore take a comprehensive approach to prevent the loss, damage or unauthorised 

access of personal information through the above ways. Personal information often gets processed 

electronically and it is important to have an effective IT Governance system in place. A few lessons can 

in this regard be taken from the King IV report.  

 

King IV and IT Governance   
The King III Report emphasised the importance of IT Governance and it remained embedded within the 

King IV Report on Corporate Governance. Principle 12 of King IV provides that: The governing body 

should govern technology and information in a way that supports the organisation setting and achieving 

its strategic objectives.  

 

The governing body is expected under King IV to approve a policy that articulates and gives effect to 

its set direction on the employment of technology and information. King IV also recommends that the 

governing body should oversee, among other: ‘the integration of technology and information risks into 

organisation-wide risk management’. NPOs that already have an organisation-wide effective risk 

management system has a good foundation to identify foreseeable risks relating to personal information.  

 

King IV expects of the governing body to exercise ongoing oversight of the management of information, 

including the protection of privacy of personal information and the monitoring of security of 

information.  

 

Conclusion 
NPOs will find that they must navigate a changing environment during 2017 (and beyond) due to POPI, 

King IV and other developments. Governing bodies should provide leadership by determining how the 

organisation should best respond to a changing environment. To do so, these two topics should at least 

feature on the board’s agenda for 2017.   


